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Abstract As one of the most significant parts of “Internet +”, Internet of things (IoT) is being
widely applied in various aspects of human society. IPv6 identification is the base of large-scale
deployment and interconnection of IoT. Nevertheless, the 128-bit IPv6 address brings more storage
and bandwidth consumptions for resource-constrained IoT. A novel compression mechanism-named
IACH is proposed for the hierarchical IoT forwarding architecture, which mainly includes: removing
invalid routing message at the end of IPv6 address, address stripping, and address extension.
Moreover, the irregular outside IPv6 addresses can be translated into virtual addresses of IoT subnets
by means of address mapping, which is compressed according the described mechanism. IACH is fully
compatible with 6LoWPAN. Experiments and performance analysis show that IACH can significantly
increase the real upper payload in packets transmission. In particular, the forwarding delay of IACH

is shorter than standard 6LoWPAN for packets with the same length of IP-upper payload.
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3 P 0
3.1 j=2 1
0, 1
0. 0o
3.2. P, j

A, IP,, LB[jl.b LB[j].n
3.3. A0, 3.4; A=0,
pP,. LB[j1.0 o,

Addr tail0 del(IPy.,(128-LB[j]. b)),
4.

3. 4. J =L ( )
1P, o ., 4; ,
j . 3. 2.
4. 1P 64
I[P, .= Addr strip(IP. »PFXs), 1P
( 3 )
5. IP 1P
( 3 )
6. 1P 64 P, =
Addr extend(IP,.,PFX;), IP.,. k,
Addr tail0 add(IP.. ,128—k),
2.
N; VA (D),
VAN (1), N;. val,
ARSTI[i]. len.
N, ; )
4
1 N; 1P , MAC
2, 3
2 , N,

[ N, receives IP packets J

Up Down
Forwarding
direction
Top
forwarding Remove LB of N;
Yes

from TPy
Add LB of N,
into 7Py,

Add VA of N; into [P, ,
remove VA of N; from 1Py

Fig. 4 Address compression in forwarding node.

4
P IP,. = Addr strip
(IP. s Ni.val),
3. s
ARST[ ] ARSTLi]. len
45 ) 5
4 N;
1P TP, = Addr extend(IP,.,VA (1)),
N; 1P
IP..=Addr strip(IP..,2VA()),
5. N; 1P

AP, = Addr extend(IP,.,Ni. val),

4
3
1Pv6 ,
IACH
s 0
64 b. 8b(1B)
,3 1Pv6
) ) ( 4b
IPv6 . N
1B . ,
0x35, 1IPv6 3B(24b),
IPv6 5B(40b).
6LoWPAN IACH . 6LoWPAN
, IPHC 8b :1) CID

b , CID 1 DAM



. IPv6 839
8b (G 1P 4b);2) s4)M(1b) 1Pv6
SAC(1b) SAM(2b) 1Pv6 . IACH ,
;3)DAC(1b) DAM(2b) 1Pv6 , 5
4b 4b Varied Length Varied Length
SAC|SAM |DAC |DAM| SAL | DAL | - Source Address Destination Address
Fig. 5 Compression address format in 6LoWPAN packet.
5 6LoWPAN
SAC 0 SAM 00 IACH , 6
.4b  SAL . / 1
1P SAL, 2 DAL, 3 1Pv6
DAC 0 DAM 00 TACH , 4 1Pv6 ,
»4b DAL 1 , 12 7 s
, 1P . 0xFF 1B, 0x02FFO01
IPHC s SAC 0 SAM 3B, 6LoWPAN N
00 DAC 0 DAM 00 :0x1 3 FF 02FF01.
128b . :JACH ,
IACH s 128 b s 8 s 1P
IACH , 2 12
9 ,IACH
| 3] 3] o101FF [ 02FFo1 |& © - [4]2] o20101FF | Frot |
0201 (5)
[2]3 ] otFF | ozrFo1 | A
020101 (7) (8) 0201FF
02FF01 02FFFF
5
12 | SAL | DAL | Source Address |Destination Address
02010101 020101FF
Fig. 6 Changes of content and length of packets during transmission.
6
IPv6 “ 9 ,
5 1Pv6 “
. 1Pv6 (V Addr).
1Pv6 , 1
. IPv6 0x00 (
’ ’ 64 b ) b
,64b (V' Node).
, 2%,
) IPV6 )
IPv6 y . , V Node,
. IACH PFX,:0001::/64( 0x0001) ,



2016, 53(4)

840
V Nodey, PFX,:0002:0100;:/64( Suis
0x000201). Seam 3 :Se1 =S s Seam = .
s 8
Root Node @ PFXg4
Receive packets,
lookup forwarding table
Outside-in Forwarding Inside-out
direction
Generate mapping Failure
entry for IPg, Lookup mapping Report
entry for IP4y error
Fig. 7 Virtual address in IoT subnet. Change [P,
to virtual IP SUGEEss
7
Change 1P to
external IP
, 2 Fig. 8 External Address mapping.
D 8
)
Pv6 1 1P . 1P
IP6.,
1 ; 1
2. ,
2) ,
33
( 1P s 0x00 ),
’ ' 5.
3. IP IP6., S
' vV Addr, V  Addr<>
’ IP6.s  »Sw=Su—{V Addr},S., = Sun+
’ N {(V Addr—IP6,.}.
v 4. IP vV Addr,
N,. lay ’
D, > LB[j]. n. , 5. P . IP6,,
o ( IPv6 )s Sim
, 2 ( 6. ’ ’ 5 ’
A.B.C ) X 1P64, < 1P6,, 7.
255. 16 b. 7. 1Pv6 1P6,,
7. ) 1P6.,, s
1Pv6 I1P6., 1Pv6 ’
V Addr , (external ’ ’
address mapping, EAM),
EAM.V Addr<—IP6.,.
s 9 s
HASH

)



: IPv6

841

Seam
(Stored as array)

6LoWPAN Vv Addr P
Packet (Compressed) Hay. Andex

Fig. 9 Storage of mapping table for virtual address.

External IPJ

9
Ton s
T..
, T...
1D
64 b .
P 64 b :2)
i3)
,128 b 16 b .
8 ) ,
IACH
D . IP
2) . P
3) . I
. P .
1) . , P
0 , IP ;
, 1P 0
: P
8. . / IPv6
IPv6
: RA e
IACH . 8 b IPHC
el SAL DAL ( 8b). :
IPv6
.o 128b, 256 b.
IACH .

8,

1) CASEI( ).
2) CASE2( ). .
, CASEL1 . 6LoWPAN
8b . ,
1Pv6 ,
, 128 b IPv6
, 1Pv6 , 2
: 1) 128 b 32)
64 b . 8b
, 2
1) 256/(128+128+8)=0.97;
2) 256/(128+64+8+8)=1.23.
2 , 1. 1.
IACH ,
N;, N,
N, N; ;
1 ,
N, )
2 12 ,
12 7 , 12
0xFF; 3 1
, 12 0x020101FF.
10 IACH 6LoWPAN
. IACH
3.990,
, 6LoWPAN
12
B Minimum
g 10} [ Maximum
& [ Average
g 81 mm
x
0 1 2 3 4 5 6 6LOWPAN

Layer Number of JACH Nodes and 6LoWPAN

Fig. 10 Address compression ratio for communication
between IoT nodes and external system.

10



2016, 53(4)

842
, CASE2
N. N; 2
) NAG,j) N, N;
, D A N, NA (i, j) ,
DG.j> N, N, NA G,
7 . . (2)
D(Gi.j)=D A +D A, (2
IACH
, IPv6
. ]\7,7
1Pv6 , k k—1
( ) NU; ;
N,‘ IPV6 ’ k
kt+1 ( )
ND:. (3
N;.lay

NU* = > LB[j].n.
=k

:\"’.luy (3)
ND! = >VLB[j].n.
j=hk+1
,0<k<N.,. lay.
1Pv6
1Pv6
N, :
k E—1 ;
E—1 k
.2 N,
. .Ww
NU!=ND! . o)
, 11
. N; IP
: N, :
N;. lay
VAN (j) = > LB[k].n. (5)
k=1
NAG, f)

o &

Fig. 11 Communication topology inside IoT subnet.

11

D A;J ’ D Aj:'j:
N,.lay—N,. lay, 1P

NU}J{./«y ’Nmf\'l.luyfl) y oo ’NU(.N/).lzlg‘+l)
. 11 N, N, . N,
N,, IP

N..lay—N,.lay  N,.lay
PR pr PR

> > LBkl =

m=1 k=N, . lay—m+1

DAY/ N,.lay

22

m=1 k=N, lay—m+1

LB[k]. n. (6)

. N, N, . .
1P
448X N,. lay+ (4+8XD A X
D Ai/)[DG,j). D)
JACH N, N,
- P
D N,. lay.
, ,IP
2) N, N,
D). s P
3) N, N,
D AIXD Al : ,IP
1 s IACH
6LoWPAN
Table 1 Parameters of IoT Nodes for Experiments
1
Parameter Description
Processor MCU8051,32 MHz

Link Layer Protocol IEEE 802. 15.4

Transmission Rate/Kbps 250
Communication Distance/m 100
Memory SRAM:8KB,FLLASH:128 KB

Operating System Contiki 2. 6

12 , 6.

Gateway (Root)

Fig. 12 Experiment topology.
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